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ABSTRACT

Authentication plays a important role
in securing any online banking industry, and
lots of banks and numerous services have long
relied on username/password combos to verify
users. Memorizing usernames and passwords
for plenty of accounts becomes a cumbersome
and inefficient task. what is more, legacy
authentication strategies have failing over and
over, and that they are not immune against a
good type of attacks which will be launched
against users, networks, or authentication
servers. Over the years, information breach
reports emphasize that attackers have created
numerous hi-tech techniques to steal users’
credentials, which can cause a heavy threat.
During this paper, I have a tendency to
propose Associate in Nursing economical and
sensible user authentication theme
mistreatment personal devices that utilize
totally different science primitives like
encoding, digital signature, and hashing. The
technique edges from the widespread usage of
present computing and numerous intelligent
portable and wearable devices which will

change users to execute a secure

authentication protocol. Our planned theme
doesn't require  Associate in  Nursing
authentication server to keep up static
username and  Arcanum  tables  for
characteristic and substantiating the legitimacy
of the login users. It not solely is secure
against password- related attacks, however can
also resist replay attacks, shoulder- surfing
attacks, phishing attacks, and information

breach incidents..
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1. INTRODUCTION

Traditional authentication schemes
like the username/ word combo cause a
significant threat to the net banking services,
financial systems, and their users. Most
current authentication systems assign or enable
a user to decide on a static and distinctive user
id that acts as a label. This static label is often
connected to the user for an extended time.

Sadly, users tend to use an equivalent user id
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in many various websites and systems.
Furthermore, several wusers still use an
equivalent word across online accounts and
systems. per a recent study, 51% of the
surveyed users utilize an equivalent word
across totally different websites, and more
than seventy seven of the participants either
slightly modification or utilize existing

passwords with straightforward tricks.

To demonstrate however sensible
personal devices will enhance not solely
security however conjointly user expertise by
proposing a one-time username authentication
let alone a secure verification code for every
login session. The user doesn't have to be
compelled to memorise several usernames or

recall complicated passwords.
2. RELATED WORK

The objectives of this study square
measure to style a completely unique
authentication scheme victimization dynamic
usernames and to diminish the need for storing
user’s credentials at a centralized location.
lenvision that the new style ought to resist
several attacks and issues like key logger
attacks, shoulder-surfing attacks, data breach
incidents, Arcanum employ, and alternative
human factors. Key logger attacks are getting
additional advanced and will target static
authentication schemes. A key logger will be a
plug-in hardware device or a package program
that acts as a malicious method residing on the
victim’s pc. The primary goal of victimization
key loggers is to capture and observe each

keystroke typewritten on the victim’s pc that

definitely includes authentication info like
usernames and sensitive passwords. Usually
speaking, keylogger package and hardware
aren't straightforward to sight, particularly on
public computers. Some subtle keylogger
package is unmoving in the software package
and doesn't show up within the task manager

method list.
3. EXISTING SYSTEM

To study a bunch key agreement
drawback wherever a user is barely conscious
of his neighbours whereas the property graph
is unfair. In our drawback, there's no
centralized low-level formatting for users. a
bunch key agreement with these options is

incredibly appropriate for social networks.
3.1 DRAWBACKS

Secure information sharing among a
bunch that counters corporate executive threats
of legitimate nevertheless malicious users is a

vital analysis issue.
4. PROPOSED SYSTEM

Created associate degree actively
secure protocol from a passively secure one. In
our work, we have a tendency to failed to
think about the way to update the cluster key
additional expeditiously than simply running
the protocol once more, once user

memberships are dynamical.
4.1 ADVANTAGES

e Secure to share knowledge into the

teams.
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e Unwanted person or third party can’t

access cluster communication
5. MODULES

USER INTERFACE DESIGN

This is the first module for our project.
In this User Interface Design we create
Registration and Login Page, If you are a new
user go to registration page and register your
own account, After Registration you will go to
login page and login your account, After the

login page you will get your own account.
GROUP CREATION

This is the second module in our
project. In this module we create a group in a
social network like Facebook, Google+, etc. In
this module we create a group for group
members like friends. In this Admin creates a
group and adds group members to our group.
The group members are nothing but friends
like college friends, school friends, office
friends etc. The group can be created by admin
and add group members, the admin have
authority to remove the group member and add
the group member. The group members have
right to exit from the group.

GROUP KEY GENERATION

This is the third module of our project.
In this module we generate a group key for
group members. The admin creates a group
key for group members for security. The
admin creates a group for safe sharing of data,
images, video, messages etc. The admin

generates group key for all group members.

The group members are nothing but friends
uses this group key for security purpose.

SESSION KEY WITH ENCRYPTION

This is the fourth module of our
project. In this module we create private key
for all group members. The admin create this
private key for all group members. Every
group member has their own identity so we
create separate key for all group members. The
private key can be generated by admin. The
private are nothing but secret key for all group
members. The private is like OTP(one time
password), The onetime password can be valid
for certain period of time like 60 seconds,
After 60 seconds it cannot be valid, For this no
one couldn’t open your messages, images,
video etc. The private key generation can be

used for security purpose.

SESSION KEY WITH DECRYPTION

This is the fifth module of our project.
In this module we distribute the generated key
to group members. The admin creates the
group key as well as private key generation.
The admin handles key generation; the admin
distributes the key for all group members. The
group members are nothing but friends, the
group members like college friends, school
friends uses this key for security purpose. By
this key generation process the hackers can’t
access our group. The main objective of this

project is to be secure messaging inside the

group.
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6. CONCLUSION

Studied a gaggle key agreement
drawback, wherever a user is simply attentive
to his neighbors whereas the property graph is
unfair. additionally, users ar initialized utterly
freelance of every different. a gaggle key
agreement during this setting is extremely
appropriate  for applications like social
networks. we have a tendency to created 2
passively secure protocols with
contributiveness and tested lower Bounds on a
spherical complexness, demonstrating that our
protocols ar spherical economical. Finally, we
have a tendency to created AN actively secure
protocol from a passively secure one. In our
work, we have a tendency to didn't
contemplate a way to update the cluster key a
lot of with efficiency than simply running the
protocol once more, once user memberships ar
dynamical. | have a tendency to aren't clear a
way to do that. One will either propose
algorithms to our current protocols or
construct a very new key agreement with these

options.
7. FUTURE ENHANCEMENT

Furthermore, | propose another
construction that is demonstrable secure
underneath the recently formulized Refereed
Delegation of Computation model. Finally, 1
offer intensive experimental results to
demonstrate the potency of our projected
construction. The setup algorithmic program
takes as input a security parameter and outputs
the general public key and therefore the

master. Note that the master is unbroken secret

at PKG. Session secrets updated supported

once cluster admin can end session.
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